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Scope of Work

2.1 Portfolio/Program/Project Management Required Features:

1. Portfolio Management:

e Provide the Portfolio Overall Dashboard.

¢ Helps standardize Portfolio identification and management across the DX PMO and contributes to the
overall successful delivery of programs and projects by insightful views on all the programs and projects
that fall under each portfolio.

e Provide the Financial view across the Portfolio.

e To be able to define and monitor risks, issues, and change requests on the portfolio level in addition
to escalation capability.

e Manage all Programs and Projects under portfolios, and track all actions and escalations related to
programs and projects related.

e Provide a Master plan against the timeline for all portfolios with an insightful view of overall status

and progress.

2. Program Management:

¢ Ability to manage programs and all projects contributes to each program.

e Provide an overall status and progressive information on each program with risks, issues, and change
requests on the program level.

e Support program dependencies internally and externally with other portfolios.

e Ability to develop and manage all programs artifacts such as (Deliverables, communication plans,

escalation, ... etc.).

3. Project Management:

e Ability to create, plan/schedule, and track projects, programs, portfolios, and initiatives starting from
initiation to closure.

e To be able to define and monitor project risks, and issues, in addition to escalation capability. e
Ability to update project’s progress according to permissions and responsibilities.

¢ Ability to trace the financial aspects of the project along with Budget and tracking capability for

Invoices and Payments.
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¢ Ability of managing Project phase gates, checklist for each phase, Risks register, issues log, change
requests list, Document library, schedule & Gantt chart, and project charter.

e Support developing scope, set resources, objectives, assumptions, and actions.

e Ability to escalate Risks, Issues, and Change Requests for the DX PMO and Leadership levels
throughout the attention feature.

e Ability to have a Documents Repository, to control all the project documents.

e Ability to view and control the project status report.

e Ability to define more than one methodology for projects.

e Ability to issue a Certificate of Completion for the completed deliverables with the related invoices.
e Ability to import MS project files into system and provide a Gantt chart view with all tasks,
milestones, deliverables .... etc.).

e To be able to set a schedule on the web platform, providing all the schedule aspects such tasks,
milestones, deliverables etc.).

e Ability to control version for Schedule and baselining feature.

4. Risk Management:

¢ A standardized risk collection mechanism identifies, manages, tracks, and mitigates risks throughout
the project lifecycle.

e Ability to define a risk on Portfolio, Program, and Project levels.

¢ Ability to set the risk response and Mitigation Plan needed along with risk due date.

¢ Support risk analysis, ownerships, and root causes.

e Ability to categorize Risks and set estimated cost if needed.

e To be able to escalate risks to leadership and management levels.

5. Issues Management:

e Having a centralized log of all project-related issues provides a designated location where everyone
can contribute and review. Using a templated Issues list, project managers can review these issues,
assign individuals to work on resolutions, and set deadlines to decrease the impact on a project’s
success.

e Ability to define Issues associated on Portfolio, Program, and Project levels.

o Ability to set the Issues response and resolution plan needed along with issue due date.

e To be able to escalate issues to leadership and management levels.

6. Change Request Management:
e Change Request Management process for identifying, communicating, and managing changes during

a project’s delivery cycle.
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¢ Ability to define Change Requests associated with Program, and Project levels and the cost associated

with it.

7. Contract Management:
¢ Ability to define contracts on the program and project levels
e Ability to define vendors and contact information for each vendor

e Ability to define the contract Budgetary information.

8. Tender Management:
e Ability to define Tenders and manage Tendering phases (from project management perspective).

e Provide status for each tender in the system.

9. Actions Management:
¢ Ability to set action and ownership on resources with due dates.
e Ability to link the actions on the Portfolio, Program, and Project levels.

e Control the Actions status and levels of escalations.

10. Dashboards & Reports:

e Provide an insightful view of all Portfolios across the system with high-level information for each
Portfolio such as the number of Programs and Projects falls under it, as well as the Risks, Issues and
Changes requests associated to it, in addition all the progressive information and budgetary aspects.

e Provide a meaningful view for all programs across the system distributed on configurable Status View
intersected with phases, with high level information for each program such as number of Projects that
falls under it, Risks, Issues and Changes requests associated to it, in addition all the progressive
information.

e Provide purposeful View for all projects across the system distributed on configurable Status View
intersected with phases, showing the Risks, Issues and Changes requests associated to it with the
Severity insights, in addition all the progressive information.

e Provide a full explicit view about all the Risks across the organization with highly interactive user
experience that empower the user to view the required.

e Reports exporting to another format (ex. excel, PDF) capability.

11. General & Non-Functional Requirements:

¢ Provides a platform for Project and Program management based on Project Management Institute
(PMI) best practices.

e Bilingual System (Arabic & English).

e User friendly.
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¢ The system shall have high security and data protection protocol.

e Provide Technical Support for 36 months from the start of the contract.

e High Performance.

¢ Standalone Product

¢ Scalable, Maintainable ability to be customized with minimal effort.

e Competitive UX with a modern systematic look and feel.

e Includes standalone web scheduling tool. e Provide integration capabilities.
e Configurable.

e Modular Architecture.

2.2 Collaboration

Required Features:

The tool should have:

1. Integrated Chat and Conference Call Feature: This feature should provide a seamless communication
platform, combining text-based chat and voice or video conferencing. It would enable real-time
conversations, team meetings, and spontaneous brainstorming sessions, enhancing team collaboration
and connection.

2. Document Repository: A document repository function should serve as a centralized storage system
for all project-related documents. It would facilitate sharing, collaboration, version control, and
retrieval of documents. It should ensure that team members can easily find and access the information
they need by providing advanced search capabilities.

3. Voting Feature: This feature should enable efficient decision-making within the team. By offering an
intuitive interface for creating polls, collecting votes, and analysing results, it should streamline
consensus-building processes. The voting feature should ensure transparency and inclusivity, giving all
team members a voice in decisions.

4. Technical Systems-to-Systems Integrations: This capability is to enable technical systems-to-systems
integrations with key ECZA systems for a more efficient DX PMiS. Examples of the required integrations
include the Active Directory to enable SingleSign-On (SSO) by ECZA DX employees, the system used by
Procurement to enable digital exchange of information relating to ECZA DX Tenders, the system used
by Finance to enable digital exchange of information relating to ECZA DX Projects’ Invoicing and

Payments, and any other systems as tasked by ECZA DX.

2.3 Cybersecurity Requirements

The successful bidder is required to incorporate robust security capabilities, including authentication,
authorization, access rights, control, encryption, and security monitoring. The system must adhere to
the National Cybersecurity Authority (NCA) standards, Saudi Arabia's national encryption standards

(NCS: 1-2020) and implement at least two-factor authentication. It must be SSL-secured and be hosted
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within Saudi Arabia in compliance with the NCA's cloud hosting regulations. The solution should align
with ECZA's cybersecurity requirements and support any government-imposed cybersecurity requests.
Compliance with all ECZA cybersecurity standards for databases, web applications, servers, and
encoding are mandatory. Before deployment, the successful bidder must present an independent
compliance/audit report, a vulnerability scanning report, and a final architectural diagram reflecting

ECZA's policies.

2.4 Technical Requirements

The successful bidder must have a local team to support ECZA DX.

The successful bidder must design the proposed technical solution architecture and prepare
infrastructure for the gateway components to support high availability and reliability in a production

environment, including servers, network components, software, and storage systems.

The proposed solution architecture must be approved by ECZA.

The solution's structural design should include the following application environments:

¢ Development Environment.

e Testing Environment.

e Production Environment.

The successful bidder must secure a Disaster Recovery server to protect ECZA Business from the
potential consequences of a disaster or outage. The successful bidder shall provide the ability to

reconfigure the system settings to allow better compatibility with the operations of ECZA.

2.5 Resource Requirements

The successful bidder will assign a Project Manager to operate for the duration of the project. In
addition, the successful bidder shall assign teams supporting the following two work streams:

e Technical Support: A suitable sized team with the relevant qualifications to provide Technical Support
in the use of the PMiS. The team should have the required measurable performance indicators to ensure
the high-level performance of the PMiS. The team may be onsite or offsite or a hybrid model.

¢ Solutions Support: A suitable sized team with the relevant qualifications to develop continuous
improvements of the PMiS based on the feedback of users. The team may be either onsite or a hybrid
model. The lead and senior members of the team should regularly available onsite throughout the

duration of the project.
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Services Description

Qty

UuoMm

Unit Price

Total

Customized Project Management Information System | 1 Product
(PMIS)
Software License Per User (3 Years) 50 License
Technical Maintenance Support for PMiS (3 Years) 36 Months
Operational Support (6 Months) 1 Person
Subtotal
VAT 15%
Grand total
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